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1.0 SCOPE/PURPOSE

This plan has been developed for the Oxygen Generation System (OGS), Water Recovery System
(WRS), and the Vapor Compression Didillation Hight Experiment (VCD-FE) of the Environmenta
Control and Life Support Systems (ECL SS) Program for the International Space Station (1SS).

The Risk Management Plan establishes methods of identification, mitigation, tracking, and project
control of risks for misson success under established budget and schedule congraints.

The ECLSS Group (Code FD21), within the MSFC Hight Projects Directorate (Code FDO01), has
overd| technicd and project management responshility for each project and the responsbility of
assuring dl project objectives are met. Project Managers in the ECLSS Group have been assigned
responghility for the implementation of dl required in-house and contracted activities and to provide
overd| project direction. Each Project Manager is responsble for technicd, cost, and schedule
performance.

The ECLSS Systems Group will provide a Systems Engineer as a Risk Management Lead Engineer
to a3 each project office in establishing and implementing a Risk Management process in
accordance with NPG 7120.5A.

Risk Management is a continuous evauation process which includes each project team to evaduate
and proactively address, track, and mitigate al associated risks. This plan will be updated as required
to reflect changes and improvements to the Risk Management process.

1.1  ASSUMPTIONS, CONSTRAINTS, AND POLICIES

This plan is the implementation of Risk Management requirements for the gpplicable Project Plan,
listed in section 20 APPLICABLE DOCUMENTS. The Project description, organizationa
diagram, schedule, and resources alocation are listed in the Project plan.

This plan addresses the requirements, methods, and tools used in the ECLSS Risk Management
process. This plan shal be controlled a the project level through the processes described in the
MSFC Station Life Support Projects Office Data Management Plan (SLS-JA21-001). The Risk
Assessment Database (RAD) shdl be maintained by the Risk Management Lead Engineer.
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20 APPLICABLE DOCUMENTS

The goplicable Project Management Plan directs the activities of the individua projects. The Risk
Management Plan is subordinate to and an integrd part of each of the Project Management Plans.

Document Number Title

| SSP-JPD-306 ISS Joint Program Directive, “Establishment of the Program
Risk Management System”

SLS-OGS-008 ISS Oxygen Generation System Project Plan

SLS-WRS-008 SLS Water Recovery System Project Plan

SLS-VCD-001 VCD-FE Project Plan

SSP 50134 ISSA Risk Summary Card

NPG 7120.5A NASA Program and Project Management Processes and
Requirements

N/A Continuous Risk Management Guidebook

3.0 ACRONYMSABBREVIATIONS

The following acronyms are reated to this Risk Management Plan

CRM Continuous Risk Management

ECLSS Environmental Control and Life Support Sysems
GMR Group Monthly Review

ISS International Space Station

ISSA Internationa Space Station Alpha

JSC Johnson Space Center

MSFC Marshal Space Flight Center

OGS Oxygen Generation System

RAD Risk Assessment Database

RM Risk Management

RMLE Risk Management Lead Engineer

SLS Station Life Support

TPR Top Program Risk

VCD-FE Vapor Compression Didlillation Hight Experiment
WRS Water Recovery System

40 CONTINUOUSRISK MANAGEMENT OVERVIEW

This section provides an overview of the Continuous Risk Management (CRM) process and its
relation to Project Management, including primary activities, process seps, terms, and definitions.
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Details of the CRM process dong with actions, tasks, and tools specific to each Project, are provided
in subsequent sections of this plan.

There are Six primary activities of the CRM process:

Risk Identification: continuous efforts to identify, acknowledge, and document risks as
they are found.

Risk Analyss an evauation of al identified risks to estimate the probability of occurrence,
seveity of impact, time-frame of expected occurrence or when mitigation actions are
needed, classfication into sets of related risks, and priority ranking.

Risk Planning: establishes actions, plans, and approaches for addressing risks and assigns
regponsibilities and schedules for completion. Metrics for determining the risk status are
aso defined during this step.

Risk Tracking: an activity to identify, compile, and report risk attributes and metrics which
determine whether or not risks are being mitigated effectively and risk mitigation plans are
being performed correctly.

Risk Controlling: an activity that utilizes the status and tracking informeation to make a
decision about arisk or risk mitigation effort. A risk report may be accepted, closed, or
watched, a mitigation action may be re-planned, or a contingency plan may be invoked.
Decisions on the appropriate resources needed are aso determined during this activity.
Risk Communicating and Documenting: an overt action to communicate and document the
risk at dl steps of the CRM process. This can be in the form of an action item log, risk
information sheet, risk database, mitigation plan, status report, tracking log, and/or
meeting decison.

41 RISK MANAGEMENT PROCESSAND DATA FLOW

Figure 1. lllugtrates the CRM process flow for the individud projects. The diagram depicts the
functiond rdationships of the identification, planning, andyzing, tracking, and controlling activities and
overlays the reporting and communication activities. This section provides a description of the
detailed process steps.



ECLSS-FD21-001A
March 27, 2000

StepA [P Identify Risk

Facilitated by Risk
All ¢ €4— Management Lead
Engineer

Define Risk Statement and Context

v

Risk Management

Lead Engineer (RMLE) —PI Provide initial acceptance of, or screening of proposed risks for tracking

v

_ - Approve or disapprove risks for formal tracking
Project Manager ~ — |-  Determine risk classification and priority

- Assign responsible person

- Communicate back to risk originator on the risk disposition
RMLE — |- Enter approved risks and all pertinent data into the RAD

- Fecilitate development of action plans or mitigation plans

v

Assigned |-  Develop necessary action item lists or mitigation plans

Responsible Person ¢
- Approve action plans

i - Securefunding for action plans as required
Project Manager |-  Coordinate actions with Nodes or other ISS Program
- Complete Risk Cost and Schedule Impact Form as required

v

- Coordinate implementation of mitigation plans and action items

Assigned —P1. Provide monthly status updates on assigned risks to the RMLE

Responsible Person

- Provide evidence of risk closure either by hard copy or referral to a
specific test report, memo, or other documentation

v

- Enter status reportsinto the RAD

- Re-evaluaterisksfor changes in classifications with the assigned
—> responsible person

RMLE - Review risk status with the Project Manager

- Provide reports, tracking metrics, risk matrix charts as required to the
Project Manager

] - Approverisk classification changes and prioritizations >
Project Manager | Replan, redirect, or close risks as necessary ECLSS Group Lead

- Report risks and status to the ECL SS Group Lead ¢

¢ - Report potential or actual

Top Program Risks to the
RMLE —p - Make updates to the RAD JSC Flight Vehicle Office

v '

Continue processes — step A - Refer to the 1SS Joint
Program Directive, | SSP-
JPD-306 for continued
process flow

Figure 1. Project Risk Management Process and Data Flow

411 IDENTIFYING RISKS
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A basdine st of risks shdl be identified and entered as risk statements in the Risk Assessment
Database (RAD). Risk statements shdl be written clearly and concisdly, citing only one risk
condition, and one or more consequences of that condition. All other relevant information shdl be
captured as Context or Historicd Events describing the circumstances, contributing factors, and
related issues. Good context provides the what, how, when, where, and why of the risk condition.
The RMLE shdl assign each risk a unique risk identification number. The Project Manager will assign
aresponsble person asthe risk owner. The person's name shal be entered in the RAD. The RMLE
is the owner of the RAD process.

All project personnd are responsible for identifying new risks. New risks identified during project
related mesetings shal be captured and added to the RAD upon Project Management approva of the
risk. It isthe respongbility of the RMLE to make sure thisis accomplished.

412 ANALYZING RISKS

Each risk shdl be evaluated using the gpplicable evaluation method, as recommended in SSP 50134,
ISSA Risk Summary Card and the Continuous Risk Management Guidebook, Chapter 5, to
determine impact, probability of occurrence, and timeframe. Each risk shdl be examined to determine
its relationship to other risks dready being tracked. Initidly, the Project Manager will provide an
edimate of these attributes. The assgned responsible individua shall provide recommendations for
changes in classfication to the RMLE The criteria for analyzing risks are established in Section 6.0
Risk Classfication.

The Project Manager is responsible, with support from the RMLE, for re-prioritizing risks from the
gpplicable project to determine the risks ranking for that Project. The applicable ECLSS Project
Manager exercises discretion on which risks shal receive mitigation resources.

4.1.3 PLANNING AND CONTROLLING RISKS

As newly identified risks are brought to Project Manager's attention through periodic team meetings
and database reports, the applicable Project Manager shall determine whether to keep the risk and
may delegate responsbility for the risk.
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All risks shdl be assgned to a specific team member for responghbility. Responghility for a risk
means tha the person must answer for the status and mitigation of the risk. To help disposition the
risk, this person may aso assgn risk mitigation actions to other team members, or may recommend
actions to the Project Manager for hisher assignment of action responsihilities.

Risk planning requires decisions to perform or not to perform further research, acceptance of therisk
by documenting rationae in the database, risk closure decisons, watching and documenting the risk
attributes and status, and/or cresting a mitigation plans to mitigate the risk.

Watched risks shdl be documented by tatus reports, which shal be documented in the RAD.
Mitigation activities shdl be documented in the RAD by an action item lit or through mitigation plans.
Mitigation plans may condst of dtrategies, gods, schedule dates or tracking requirements as
determined necessary by the Project Manager. If the risk mitigation requires re-alocation of, or
dlocation of new project resources, then a Mitigation Plan is required. Mitigation Plans must ke
approved by the Project Manager.

Decisons shdl be made by the Project Manager during the weekly and monthly mestings to close
risks, continue to research, mitigate or watch risks, re-plan or re-focus actions or activities, or invoke

contingency plans.

414 TRACKING RISKS

Risk information and metrics defined during planning shal be captured, tracked and anadyzed. The
person responsible for the risk shal provide routine trend and status reports on research and/or
mitigation activities to the Project Manager or designated Risk Management Lead Engineer. All risk
information shall be documented in the RAD. Watched risks shall be reported on at the Project
Managers discretion. Risk Matrix Charts and metric summary shal be used to report progress to the
Project Manager and the ECL SS Office Manager.

415 RISK CLOSURE

Asrisks are analyzed and closures are developed, the risks shall be closed by the applicable Project
Manager. All risks shal be closed prior to the Functiond Configuration and Physica Configuration
Audit Review. One or more of the following conditions must occur for risk closure:

The risk exposure is below an acceptable leve as defined in the mitigation plan.
6
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The risk is consdered to have been successfully mitigated and/or the Project Manager
accepts that no further action or watching of the risk is required.
Therisk isno longer relevant to the Project due to changed conditions.

The assigned responsible person for the risk shal complete the risk closure section of the Risk
Assessment Form, documenting the rationde upon which the decision to close the risk was based.
The assigned responsible person and the Project Manager shal sign and date the risk closure section
of the Risk Assessment Form. The risk will remain in the RAD as higtorica, non-active data. Upon
closure of some risks, there may be lessons learned that could be beneficid for other organizations. In
such cases, the assigned responsible person shal enter the applicable lessons learned on the FD21
Environmentd Control and Life Support Sysems Webste a the following URL:
http:/Mmww1/FD/JA21/extral.

50 RISK MANAGEMENT ASSIGNMENTSAND COMMUNICATIONS FLOW

This section provides the project personnel functiond roles, responsibilities, and communication within
the CRM process. CRM s carried out during the day-to-day activities of project personnd as well
as during key project mestings.

5.1 PROJECT ORGANIZATION AND COMMUNICATIONS

The gpplicable Project Management Plan illudtrates the Structure of the project team dong with the
organizationa role of each team member. The following tables show how the project teams interact
with the RM process.

Table |. summarizes the responghilities of al project personnd performing CRM.
Table 1. provides the criteria for communicating and documenting risk information.

Table!l. Risk Management Responshilities
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Who

Responsibilities

All Team
Members

identify new risks
define risk statement and context

Assgned
Responsble
Person

develop risk mitigation plans and contingency plans

recommend changesin risk classfication

coordinate implementation of action items and mitigation plans
collect data and status updates from actions or actionees identified on
the risk mitigation plan

provide monthly status updates on the assigned risk to the RMLE
provide evidence of risk closure (either by hard copy or referrd to a
specific test report, memo, or other documentation)

Risk Management
Lead Engineer

provideinitia acceptance of, or screening of proposed risks for
tracking

review mitigation plans and risk classfications to ensure consstency
and completeness

report risks to the Project Manager

implement or communicate control decisons for risks

maintan RAD

collect and report generd risk measures/metrics

prepare risk matrix charts, summary reports, spreadsheets, forms, etc.
asrequired

coordinate communications with gpplicable Project Manager

Applicable Project
Manager

authorize in-scope expenditures of resources for mitigation

provide risk classification information

provide cost and schedule impact information to the RMLE for entry
into the RAD

prioritize or re-prioritize risks

meake control decisions (analyze, decide, execute)

assgn or change respongbility for risks and mitigation plans within the
project

report risks to the ECLSS Group Lead

coordinate communication with ECLSS Group Lead and externa
customers

review generd risk measures'metrics during each quarter to evauate
effectiveness of risk management

ECLSS Group
Lead

report actual or potentid top program risksto the JISC Flight Vehicle
Office
review and concur with dispositioning of top program risks

Tablell. Risk Management Communication
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Communication Path Risk to be Communicated/Documented
From Individuasto Risk - Any risk that impacts the performance of the flight
Management Lead Engineer system, subsystemn, or components

Any risk that impacts budget

Any risk that exceeds schedule milestones

Any risk that needs to be transferred to another team
Risks, mitigation plans, and mitigetion Satus

Risk Management Lead - Rikliging and summary

Engineer to Project Manager | - Risk Satus
- Mitigation activity Satus
Project Manager to ECLSS - Toprisksin the project
Group Lead and as - Summarize Risk Status a each Monthly Review
appropriatethe ISSProgram | - Any risk that impacts misson success
Office - Any risk that impacts the technica and scientific aspects of
the Project

Any risk that causes dips of schedule milestones
Any risk that negatively impacts NASA' s reputation
Risk Status

Any risk that impacts budget

ECLSS Group Lead to Flight | - Risksthat significantly affect the sfety of flight, integrity of

Projects Directorate the hardware or software, mission success, launch dates,
Management and JSC Hight or that require substantial Program resources
Vehide Office

52 RISK COMMUNICATIONSTO THE ISSPROGRAM RISK OFFICE

Potentia or actua Top Program Risks (TPR)s will be reported through the JSC Hight Vehicle Office.
The ISS Program Risk Office defines, in the Joint Program Directive |SSP-JPD-306, a TPR as “risks
that sgnificantly affect the safety of flight, integrity of the hardware or software, or misson success.
TPRs pose athreat to launch dates or require substantial Program resources.” The Program Risk
process is defined in the Joint Program Directive | SSP-JPD-306.

6.0 RISK CLASSIFICATION

Risks shdl be andyzed using the Impact, Likdihood, and Timeframe classfications defined below.
Impact classfications are based on Project requirements, mission SUCCeSS criteria, resources, and cost
and schedule condraints. Likelihood classfications are intended to provide an order of magnitude

estimate based on available quantitative data and quditative experience.

6.1 IMPACT CLASSIFICATION
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Unacceptable (5)
Schedule Slip - Slip in ddivery of the Rack, dip in ddivery of mgor system or subsystem
Cost Overrun - >10% increase to Project budget allocation
Technicd - Loss of misson or critica function

Major (4)
Schedule Slip - > 1 month <3 month delay of ddiverables
Cost Overrun - >5% but <10% increase to Project budget allocation
Technica - Inability to meet power, weight, Sze, and/or performance requirements

Medium (3)
Schedule Slip - > 2 week <1 month delay of deiverables
Cost Overrun - <5% increase to Project budget alocation
Technica - Loss of design margins, some desired technica performance not completely met

Minor (2)
Schedule Slip - <2 week delay of deliverables, potentia to recover schedule
Cost Overrun - minor impact, potential to recover cost
Technica - smdl impact to desgn margins

Minimd (1)
Schedule Slip - <1 week delay of ddiverables, potentid to recover schedule
Cost Overrun - minima impact, potentid to recover cost
Technica - minima impact to design margins

6.2  Likeihood Classification (prior to mitigation)

Inevitable occurrence (5)
Cannot prevent occurrence.

Very High Probability of Occurrence (4)
Occurrenceis very likdy

High probability of occurrence (3)
Occurrenceislikely

10
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Medium probability of occurrence (2)
Occurrenceisapotentia

Low probability of occurrence (1)
Occurrenceisvery unlikely

6.3  Time-frame and Exposure Grade Classification

Each RAD Mitigation entry shall have a completion date listed in the action plan or risk mitigation
plan. This date or combination of dates shal serve as the time-frame classfication.

Once risk items are entered and classfied in RAD, the risk will be assigned an exposure grade
(Red/Y dlow/Green) based on the following combinations of the consequence and likelihood. The
exposure grade is adso expressed numericdly as the product of the likelihood and the impact
classfications. This number is used for tracking and reporting purposes.

Inevitable Occurrence
Very High Probabliity
of Occurrence
High Probability of
Occurrence
Medium Probability of
Occurrence

Low Probability of
Occurrence

1 2 3 4 5
Medium Unacceptable
Minimal Impact Minor Impact Impact Major Impact Impact

Figure 2. Risk Classfication Chart

Items classfied as Green are acceptable without further mitigation and shdl be routindly tracked for
change in status or closed.

11
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Items classfied as Ydlow may require mitigation. For these items, dternative digpositions may be
identified and/or trade studies conducted to determine the mitigation required. Future decision
milestones will be identified to enable effective tracking of those risks for which immediate action is
deemed not necessary.

Items classfied as Red are consdered primary risk drivers. For these items, mitigation options will be
developed. Red riskswill be assessed for impact to budget reserves, and will be tracked to closure.

Time-frame is usad in conjunction with the Risk Classfication Chart to determine priorities, establish
when risks need to have actions taken, and how long risks may need to be watched or tracked before
they no longer are a concern or can be closed.

7.0 PROJECT RISK REPORTING

This section describes how the risk information will be documented, retained, controlled and utilized.
Status of the project risk management activities shdl be reported asfollows:

The status of each risk shdl be summarized and reported to the gpplicable Project Manager
on an as-needed basis.

Weekly project and team mestings shall include risk status as gpplicable.

ECLSS Group Monthly Review (GMR) meetings shdl include risk daus usng Risk
Matrices, as required.

All risk information shal be documented in the RAD. The following reports, forms, oreadsheets, and
templates shal be developed and used during the execution of the Project Risk Management process.

RAD

Risk Assessment Form

Risk Action Item Spreadsheets

Risk Matrix Charts

Tracking Metrics and Trend Anayss Charts

Once arisk has been assigned to a team member, that person will be responsible for updating the risk
information. The RMLE shdl be responsible for updeting the RAD.

12
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8.0 RISK ASSESSMENT/REPORT EXAMPLE

Detailed Report ECLSS Risk_DB1 Report Dated Oct 04 1999
Risk 02 Hydrogen Sensors Ranked X out X risk
System: OGS Subsystem: Protonically Pumped Water Loop H2 Sensor
Statement: The use of hydrogen sensors for the detection of hydrogen in water is undevel oped
technology both on ground and in microgravity and their response time to hydrogen
detection is unknown; Undetected hydrogen leakage or inadequate response to a rapid
hydrogen leak into the oxygen side of the system could cause an explosion.
Likelihood: 5 (1=low probahility, 5=inevitable *See Risk
Management
Impact: 4 (1=minimal, 5=unacceptable) Plan for
Exposure: 20 (Likelihood) x (Impact) (1 = very low, 25 = very high) Definitions
Date ldentified: Jul 14 1999
Responsible: B. Erickson
Risk Area: T, C, S (Technical=T, Cost=C, Schedule=S)
Current Status: Closed

TBD

Contingency Plan

Mitigation Plan

Therisk mitigation consists of hardware build and test along with review and analysis of similar systems.

Step

10 Development hardware build and test

Description

Per son Need Date

Hamilton Sundstrand  Feb 01 1999
20 Supply MSFC with amodel to install into the OGA for testing HS/ B. Erickson Jun 01 1999

B. Erickson Jun 01 1999

30 Review shuttle experiment test report when the report becomes

Date

Person

Jun 01 1998

Sep 01 1998
Nov 01 1998

Dec

01 1998

Feb 01 1999

Apr 01 1999

Historical Events/Status Reports

Description

The H2 detecting system consisted of accumulators and a motorized valve sensing
mechanism which proved to be unreliable.

The use of H2 sensors was discussed.

Two manufacturers were contacted regarding the development of H2 sensors.
MAKEL was selected as the manufacturer and plans were made to provide and test
the H2 sensors.

Some testing was conducted by MAKEL. MAKEL provided a Phase | test report
on H2 sensor feasibility testing in water.

The H2 sensorsin the Protonically Pumped Water ORU were eliminated. The
system was redesigned and protonically pumped water was replumbed to the
water/oxygen outlet. A gas sensor in the protonically pumped water loop will be
utilized, and a H2 sensor at the oxygen outlet will provide redundancy.

Risk Closure

Closure Date

4/1/99

Closing Rationale
Risk no longer relevant to project - new design eliminates risk. H2 sensors are no longer required to
detect hydrogen in water.

Authorization
C. Bramon

13



